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Classification Specification
	

	
	7311300

	
	LAN ADMINISTRATOR - SENIOR



Class Summary

The responsibilities of this advanced, senior level classification include designing, developing and maintaining LANs and a wide variety of systems that are very technical and complex. Primary responsibilities for this classification are network design, optimizing systems performance and business coordination. Senior LAN Administrators determine major changes, upgrades and designs for assigned LANs. This classification is ultimately responsible for resolution of the work area’s LAN/WAN connectivity problems. Senior LAN Administrators routinely serve as technical and/or project leads and in some locations, may be ongoing leads of same or subordinate level staff. In addition, many positions in this classification also have as a primary responsibility a broad range of related work area IT systems, including systems unique to the work area.  

Distinguishing Characteristics

This is the second level in a three-level LAN Administration classification series. This classification is distinguished from a LAN Administrator in that Senior LAN Administrators are responsible for more complex LAN, server and IT systems issues, including decision-making about systems and design. This classification is distinguished from a Master LAN Administrator in that a Master LAN Administrator has additional duties that make those positions more complex. For more details, please refer to the Master LAN Administrator classification specifications.

The LAN Administration series is distinguished from the Systems Engineering series in that Systems Engineers (at any level) specialize in large-scale systems that are in themselves very complex, and do not deal with normal LAN and discrete work area support issues. Also, a LAN administrator’s internal customers are typically end users, while a systems engineer’s internal customers are other IT professionals.

The LAN Administration series is distinguished from the Network Engineering series in that Network Engineers (at any level) deal with large-scale networks, rather than local area networks, which provide County-wide telephone, internet access, data and video transmission, and security, including support and development of the entire King County Wide Area Network, the Institutional Network and the Intergovernmental Network. Network engineers do not deal with normal LAN and discrete work area support issues.

Examples of Duties (May vary by position)

In addition to LAN Administrator responsibilities: 

1. Serve as a senior LAN Administrator to identify, design, implement and plan network, hardware and software needs.

2. Design networks, optimize LAN performance and resolve connectivity issues, including LAN/WAN connectivity issues; refer router configuration concerns to central IT.

3. Develop server configuration standards for assigned servers.

4. Oversee or coordinate contact with other groups and outside agencies to provide IT services; oversee on-going or major consultant contracts for IT services.

5. Purchase and install hardware and software in accordance with County standards. 
6. Coordinate LAN design with central IT.

7. Train/advise other technical staff; act as coordinator or lead on specific projects.

8. Assure compliance with County IT policies; analyze impact of County policy changes on IT operations. 

9. Resolve problems for end users locally and remotely; maintain end user hardware and software; may direct others in supporting end users.

 Responsibilities may include any of the following, based on work location:

11. May manage multiple platforms and operating systems.

12. May formulate work area’s IT policies and procedures.

13. May provide additional related services based on work area’s needs, such as databases, websites, applications and specialty or unique systems.

14. May participate in inter-agency or inter-departmental coordination, planning and troubleshooting and providing technical assistance to other departments.

15. May be an ongoing lead in some work areas.

16. May participate in a team approach rather than being assigned responsibility for specific LANs and locations.

17. May be called upon to provide support for service issues or failures at any time.
18. Perform other duties as assigned.
Knowledge/Skills (May vary by position)
Advanced knowledge of information technology systems, principles and techniques

Advanced knowledge of networking operating systems, configurations and commands, network protocols
Advanced knowledge local area networks and related systems, hardware and software installation and configuration, systems integration and wide area networks connectivity issues

Knowledge of desktop operating systems and applications 

Knowledge of server operation and configuration

Knowledge of data and system security systems, backup, disaster recovery and related processes

Knowledge of other technology areas such as web design and applications, programming and scripting languages, or databases 

Knowledge of project management techniques and principles

Skill in designing and maintaining LANs and related systems 

Skill in developing and managing timelines

Skill in interpreting and implementing technology policies 

Skill in evaluating and integrating new technologies

Skills in preparing purchase and technical bid specifications 

Skill to assist with and monitor IT budget 

Skill in handling multiple competing priorities

Skill in working on a team  
Skill in working with a variety of individuals from diverse backgrounds

Skill including technical writing and documentation

Oral and written communication skills

Troubleshooting, analytical and problem solving skills
Customer service skills

Licensing/Certification Requirements

Some licenses, certifications and other requirements determined to be necessary to meet the business needs of the employing unit may be required.

Some certifications may be desirable for specific positions. Typical desirable certifications (especially advanced certifications) include certifications in networking, systems engineering, generic or vendor specific certifications, or specialty certifications in the technologies used in the work area, such as applications, programming languages and database administration.
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