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Classification Specification
	

	
	7312300

	
	NETWORK ENGINEER – SENIOR 



Class Summary

The responsibilities of this classification include analyzing information to be used to recommend, plan and determine layout for new networks or modifications to existing networks that will provide capability for proposed project or work load, efficient operation and effective use of allotted space for the entire centralized King County network. Incumbents engineer hardware, software and network systems to provide secure, high-performance connectivity for Wide Area Network services.  
Distinguishing Characteristics

This is the second level in a three level Network Engineering classification series. This is the advanced working level requiring a high degree of technical expertise to resolve a wide range of difficult and complex problems and implementation strategies. Incumbents design and implement certain features or projects for the networks.  Incumbents serve as an escalation point for unresolved issues. Positions assigned to this classification may lead project teams or serve as an on-going lead and provide training and guidance to same or subordinate level staff.

Network Engineer – Senior is distinguished from the next higher level in that Network Architect in responsible for reviewing, validating and approving all network designs for technical feasibility and serving as the last technical King County escalation point for all enterprise network and security service issues and problems.

Examples of Duties (May vary by position)

In addition to Network Engineer responsibilities, the Senior Network Engineer performs the following: 

1. Evaluate customer needs in designing LAN, WAN and other network communications solutions for County departments and external customers. Perform needs analysis, consultation and design and provide recommendations and implementation.

2. Design and implement security systems to protect all County computer resources, uses and customers from unauthorized access.

3. Design and implement office moves; design and select network infrastructure for new and remodeled facilities; provide specialized security solutions as needed; may oversee the work of contractors and consultants.

4. Design and develop integration strategies for technologies, networks and systems.

5. Analyze and recommend upgrade and expansion strategies; perform network modeling.

6. Serve as an escalation point for resolution of network problems and issues; escalate unresolved problems.

7. Act as management recognized technical lead or subject matter expert on specific projects and technologies. 

8. Manage projects; collect, analyze and summarize project information.

9. Lead project teams; may serve as an on-going lead to same or subordinate level staff.
10. Perform other duties as assigned.

Knowledge/Skills (May vary by position)
Advanced knowledge and skill in designing and implementing wide area networks and local area networks technologies 

Advanced knowledge of systems security, system integration principles and technologies 

Advanced knowledge of multiple operating systems and platforms, internet and other related technologies

Advanced knowledge and skill in current configuration management

Advanced knowledge and skill in installing current technology routers and switches and other technologies for a large WAN/LAN environment

Knowledge of wiring, copper and fiber optics cable, circuits, grounding, electrical, physical security, power requirements and HVAC requirements

Advanced knowledge and skill in managing projects 

Advanced skill in reading and interpreting architectural designs, technical specifications and other technical documents

Advanced skill in using current engineering and monitoring tools

Advanced skill in working effectively with a variety of individuals from diverse backgrounds

Advanced skill in communicating effectively about complex technical subject matter to non-technical staff

Advanced skill in effectively handling multiple competing priorities

Advanced troubleshooting, analytical and problem solving skills

Advanced oral and written communication skills which include advanced customer service skills

Advanced report writing and technical documentation skills 

Advanced planning and organizational skills

Skill in technical consulting 

Project management and vendor management skills

Licensing, Certification and Other Requirements

Some certifications, however, may be desirable for specific positions.  Typical desirable certifications include generic or vendor specific certifications in large-scale networks and networks design, WAN technologies, routers and switches and systems engineering.
Additional licenses, certifications and other requirements determined to be necessary to meet the business needs of the employing unit may be required.

	FLSA Designation
	Exempt (Professional)

	Service Status
	Career Service

	Levels within same series
	Network Engineer Journey, Senior, Architect

	Class History
	Created
11/2004 

	
	Updated 
8/2005 Added senior level and revised all levels within the Network Engineering series to have bright line distinctions between the levels.  

	
	Updated 
1/2008 Changed font and format
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